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General specifications of the security surveillance system
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General specifications for the security control room
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Technical specifications for hotels and hotel apartments and
residential complexes
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Technical specifications of banks, exchange Bank, exchange shop,
and Gold Selling Shop.
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Technical specifications for clubs, sports, and cultural

Technical specifications for shopping and entertainment centers
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Technical specifications for hospitals, and clinics
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Technical specifications of the warehouses and private stores of

hazardous materials and precious items
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Annex): General specifications of the security surveillance system

W

The proposed security surveillance system
must be an open standard based on Internet
Protocol (IP) network system
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System must contain a program capable of
simultaneous recording, playback, storage,
copying and remote access without any
adverse effect on any of the functions.
Management software should provide camera
number, location, Date & time of racording
generated by system server, forced masking
(password protected) in recorded video and
alarm management

Images recording and storage system's
_performance must be checked daily.
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Cameras used in the systern must be Vandal
proof, Tamperproof Weatherproof and
Day/Night according to the environmental
requirements
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Cameras must be suitable for operation under
extreme temperature, relative humidity and
non-condensing.
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Cameras used in the system must cover the
required field of view and its details day and
night. Panoramic coverage through PTZ or
multi-lens megapixel cameras is a MUST
wherever required.
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System must have sufficient storage system for
all camera recordings for a period of ' ¥+ days,
in MPEG-¢ or H.Y\ ¢ format or better quality
compression techniques. The recording frame
rate and resolution must be programmable from
the user level. It should give the ability to
customize also quality of the video output
based on the viewing needs and storing
capacity.
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The minimum recommended camera resolution
is MEGAPIXEL

JeSatlies ga el pos) ay o Y1

v/

VA

Cameras used in the system for outdoor and
indoor specific areas must have Auto-iris, Auto-
ICR, Auto-exposure, Backlight compensation,
Wide Dynamic Range, Contraat Enhancement,
Digital Noiss Reduction, Digital image
Stabilization, Privacy maseking, Motion detection,
DigitatOptical zoom, Multiple Gain Control, White
Balance, Intelligent Video Analytics, Audio I/0,
VPS/interiaced scanning features.
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Auto-iris, Auto-ICR, Auto- 1dyels e Lol Johy )6
exposure, Backlight compensation, Wide Dynamic
Range, Contrast Enhancement, Digital Noise Reduction,
Digital Image Stabilization, Privacy masking, Motion
detection, Digital/Optical zoom, Multiple Gain Control,
White Balance, Inteligent Video Analytics, Audio VO,

VPS/interlaced scanning festures
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Sufficient fighting arrangement must be
provided for the cameras according to the
location and requirement
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Sufficient lighting should be provided in the
sites of long-range vision to cover the area of
surveillance
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High quality infrared camera must be used in
full dark areas.
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The camera representation of the object for
monitoring should be as foliows:

a. For identification purposes - the figure
should cover at least Y7 of the screen height
b. For recognilion purposes — the figure
should cover at least ©+Z of the screen height
c. For detection purposes - the figure
should cover at least ¥+ Z of the screen height
d. For monitoring purposes — the figure

should cover at least 2% of the screen height
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For number piate recognition, the
recommended screen image representation
must be at least ¢+ 7. of the screen height.
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A single CCTV operator should monitor no
more than nine (1) camera displays at any one
time in a standard ¥¥" wall screen. At any
given circumstances, the number of cameras
per display screen will depend primarily as the
size of the screen. A separate viewing displays
or area may also be required for reviewing
recorded video.
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A single CCTV operator should monitor no
more than nine (1) camera displays at any one
time in a standard Y™™ Desktop screen.
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Local Area Network (LAN) infrastructure must
be highly available, reliable, secured and able
to support a growing number of CCTV devices
in the network. Infrastructure cabling must be of
the latest specifications and quality.
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Infrastructure must be concealed and protected
by industrial standard weatherproofing, anti-
tamper and anti-RFI material.
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CCTV system must be an integral part of the
whole IP based network Infrastructure system.
The network infrastructure should be able to
carry a high quality, high resolution, real time
video in a converged voice/video and data
network.
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Remote Wide Area Network (WAN)
connectivity must be secured with the latest
encryption/decryption techniques to preserve
the authenticity without compromising the good
quality video transmission over the network.
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The system must also support NTP (network
lime protocal) to synchronize the system time
of the video to a reference time for time
stamping
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Camera numbering and location details in
display and recording must be according to site
and location to easily distinguish captured
scenes
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System must have full function control unit
(joystick controt unit and touch screen feature if
its available) including keyboard and mouse
facility to use with.
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The system should ensure that the image and
video being produced is tamperproof and
cannot be altered. The recording shall have an
audit trail feature.

Y Lrlss] o ) iy 5yl ol gl Pl
0l s el S5 ) g e Yy Wn s S
demendd] 5505 b Wy o,

YT/\

VYt

System administration must contain different
levels of user privileges and roles in
accordance with the users’ responsibilities.
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The system must contain search feature of the
material recorded by the number/name of
camera, location, and time and date
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The system must have the ability of long term
storing on external storage devices as well as
copying on different external media
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The system should also aliow for backup of
specific data on any drives like CD/DVD/BIu ray
Recorders or any other device in a format
which can be replayed through a standard PC
based software. Log of any such activity should
be maintained by the system which can be
audited at a later date.

QUL bl ol e L] pLball ey ol o
4 Blu ray / DVD / €D 01 3 i jma (gl s sandl
Sl gl g P s Yoo (Ssizen 3 5T Sl
1s e bLAS ,E‘NJ.,._‘_,ubu.les_.;“ R PR

o+ Gy o Yrmmle oS A ] S e Sl

YV/\

VYA

, The recorded video should be exported in its

native file format (i.e. without converting
between formats) to maintain image quality and
no additional compression should be applied
during the export process.
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The system must have a UPS backup power to
run the whole system for NOT less than one ()
hour in case of power fallure
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The system must have a hot standby system
with automatic changeover in case of any fatal
failure In the active system.
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The system must have a corrective and
preventive maintenance contract or periodical
Service Level Agreement (SLA) for its
operational life which includes but not limited to
the following:

a) Cleaning the equipment

b) Repairing or replacing faulty equipment

¢) Fitness for purpose checks

d) Maintaining camera positions and

focus

e) Upgrading the system software

f) Equipment warranties

g) Maintenance logs and audit repart
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Annex Y: General specifications for the security control room
Main Control room must have the proper size i 15 T I Sl 552 5 oS5 o)
and space for monitors and operators, Bt pomsilh dedls Ut 053 0l e
ventilation and lightings, access security and old 11,55 ;,l 9 th.'.lI ,.,.L._.‘.‘ 3 ool olalal Lute
alarm system, sufficient power system and the . wioe s A s 5.6l dugg | VY
KA required communication system for local and =l Jsadl (‘-5* Guls P2 O wermebden 0L drg
police authority emergency communications. Ao gast ols . S S Bl r@) Syl I‘u"';-’
A SVl 3 sl idos L3l s
The Control room should be operational around b iell sl Lo D Szl D5 2 2,55 ol
v/r | the clock throughout the year Jlpb 5Ll Jlis Lo B2 0SS ol ey A
i
Should have the required number of personnel L | lis o o]
to operate, manage and maintain the systemas | |~ Sl e S g2 ol e
v/ | well as the required training. sy B (Bl Doy 3,05 Juid nib LI \FAl
Three (V) work shifts of eight (A) hours for e By % i .z .
operators must be performed to maintain the e Bifageibiy (1) 10N G 20 ol wore
/¢ | Yix¥ round the clock operation.. Graehdd ol it L JSU Jas lebe (N S5 | E/X
.i.sL.Jl _,L\J 'JL" J.-.D ;J_,)
If there is need, the control room must have a = Ll . ... A
vjo | direct hotline connectivity to the National e 2l bl b (Sl B, o) 055 0] o of¥
Command Center. B [P R W
If required, the control room must have i Nl . 4 ] ]
v/ | sscured connectivity for remote monitoring to o> sl Jat ¢Sl Tk g 05y o o Sy
the National Command Center. a0 ks 13] (2 31 ol 0 s day
The Control room must have an electronic A E . i3 .
security access and a power back up system in T
v | case of power failure. Ul 3 plat) Lblrel Ll 48 il ool g | VY
Sl ! E_u.m
The Contral room must have physical
Y/4 | protection and safety devices. Aol Rl S_pr 3 rﬂn:ll U8 gaf a‘ oy | AY
For any emergency, the room must have an e - . e 1 i
v/4 | evacuation plan for the safety of the personnel. b 1 23 S b 25 g 05 0] e 4/
b gl @iya W iy
The controf room must have proper lighting and L e e . .
ventilation. The room must also be equipped Lptelly B Lol (oo (sl 58 0022 o o
with physical protection and atarms for any il T 1,300 5585 o Liagl caouy inz il
¥\ | external attack and intrusion detection system k" o oW armar 0 VoY

to prevent unauthorized entry.
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AnnexY: Technical specifications for hotels and hotel apartments and residential complexes ¢
Classified hotels and hosing houses of the L 2N s o= Y g5 Galid)l Linas
following activities: 5 ad A8 e Slasezzlly 2sball R
All hotels and resorts, five-star to one -t £70 oo (5 o S ;ﬁ:iﬂ
star ' iy e
0 Floating hotels -¥ - Ll 5ot ': Vr
Hostels -7 -
Apartments -t Lsaull gaa) -f
°- Residential complexes S Slaasd| — 0
Annex ( and Y) should be applied on the 2N ollksd! 4la R < b3
\YAl security requirements and general technical Tl "L" s )_"'J “’_’J'" ] = \fid
specifications alal Lol olisl dly
Provision of cameras (according to site - - - - .
o requirement) at the following locations: allall loll phe (1) Elerl ) Silpeals s | ¥IY
ryepy | All entrances to the facility to enable o5 S a2t 1 250 S5 1l s
\ivly
person identification. il ypn o o jasll
At the entrances and inside the general wlay & : : \
YIY/Y | stores, warehouses (equipment) and i L) syl Jobos Jolall o \iidie
warehouse (precious gifts) Leatll bl Olesyzun 5 Shiall oles y2eas
At entrances of restaurants, cefeteria 5 ) ay b BlSIly eolall 13l a '
Y/Y/v | and centers providing services to the Pl oy b pollll i 220 riviy
public Pyvyes | FUPNTY
All entrances to hotel and lobby, main Lo ans My oty sl 1olis
r/ry¢ | tobby, bars, nightclubs, to distinguish Bl ine sl il g P e .
persons. so the celebration can be ek 58 Cammg Ll o518l UL
distinguished persons _yelitl
Y/rle | Atthe entrances to business centers N WS 571 JOO U TV P Y1/
Entrances to health clubs, sports and ol ol s daisly Il Zaseeall Tas¥l Jalie
ey | omidors leading to it and fixed . "'"‘""""Jf_l i I‘_}".‘ e
/ cameras to swimming pools and at the Lludl gy e a5 Olaalsy ] a3l
entrances of Changing Rooms Joadl 32 Jalas wey
/vy | Corridors of the facility on each fioor ailb J$ Jitadl ole | vivy
All lobbies and reception desks to ooy Juiza | Yty ilay ) ppas
r/v/a | enable person identification and P Nt T | i
recognition oaidll Ty Lo I azlly e oS5
All sites of ATMs and public i | S
"1 | \lephones P Tpagall oty Y1 3l padh pgm) 3ln e | AIFIT
All cashffinance desks Fund financial adl et S M3 gtzall oY b
¥/v/Y+ | tables to enable client and "Jﬂm”m al ) el -ad \.Jele
cashier/employee identification Zoakl piie B L Loy paintll 2y o
In Private Repositories for baggage, v y T T
M | commodities and personal belongings S By L sy Lath gl 3 | AAIYIT
rjepy | In Entrance area of private, visitor and asbas 2bls Satl aslall @iyl Bl 3 \erir
service elevator of a facility Sy i)l
AT | Entrances to staircases and escalators Al S Iy I Jolas yrivly
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v/ ¢ | All emergency exits/doors SRl dil ol _,J o) velrlr
v/e/ve | Assembly points in case of emergency Bl SV ol Bl \olvlv
T/t/7% | All points of fire equipment Sl izl B s | WYY
Entrances and exits of car parking's 351 s ol ol J iy 2old] o Gl felall
and parking lots to enable reading of "”.‘"’ Sl J"_’M e . gl > Ielr
YITY | yehicle license plates and person U O IPSUSN SO JORSPRCY R ) )/
identification oY 4 e Oty oLl |
At Pick & Drop points of visitors’ cars in TR PR T (N 5 1zhis
¥/r/va | facility to enable reading of vehicle . & : e ;_,:..._. oy oo Y)Y
license plates and person identification S uds Tl B yd ooy S5 e
installation of PTZ and Fixed cameras | | &b o 13U LS5 s OlpuilS s 5
vepa | ] | \afrir
in car parking areas w bl Ci5lpe
. | Goods loading and un-loading and - o .
LAYA ey st gian et Gbliny Whooadty piliall ol Ghla | ¥ Jdxly
Chamber / Room for gas cylinders and . il ; k.
"/\'/"\ me aurl'ounding area -Ml Alk-“_, )LIJI l:bbi_’h.ul Z.o_,n / c.;_g‘ Y\I\"/\"
. Chamber / Room for electricity and the
A - - shoa
Y| Berourdiivgiied A ihazlly ¢ Sl 332 / panns | YYITIY
) Chamber / Room for Water reservoirs
Y 2 v o3 23 2
(arAl ﬂnd the Buﬂ'ounding area .A.L,u“ uh..ll_, NL,H u'f Mﬁ/w \'!’l\'l\'
: Chamber / Room for Central Air- A . T A ks
. \FAYAR fitioning facillties and s o res bl 2akilly g0 Bl pares 3k [ parne | YEIYIY
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Annex {: Technical specifications of banks, exchange Bank, exchange shop, and Gold Selling Shop
The financlal and monetary institutions . . Lazsdl, 2 ol go am
classified as follows: il ol e by 23 Slewill
\ — Commercial and Islamic banks L]y By jlaadl U jlall -3
¥ - Points of sale and purchase of foreign o AL sy La ] aadl o ] % (T
173} o ) dernler . =
/ curency and travelers checks u‘:" I.-: . ;| 'X..J‘-I. f::' fl,‘ Ve
¥ - Centers of foreign exchange and local L ""l"t’ Roadiies dus# e Sy =¥
¢ - Gold shops, jewelry and trade metal alloys, Loaall el 55125 Sl agadly cddl SMovay ~ £
precious stones and goldsmiths folally dg SISty
Annex (\ and ¥) should be applied on the Lol ezl 5La, oF 5 V) o5, Sedll 5. ks
A security requirements and general technical el ol (s H ey gnll o Y/t
specifications - I RS RTR
Provision of cameras (according lo site g . i o
¥ | requirement) st the following locations: 2l @Bl phe (@51 it oas) Sl b3 | 1L

¢y | All entrances to the facility to enable addl oS Sy sLa I B 3 S5 Lak prnn V¥
person identification. sella e
vl 4 b
At the entrances and inside the general ., Bl . e
/r/v | stores, warehouses (equipment) and Sleasy LRl L) Jib, S o Yirle
warehouse (precious gifts) L8l Gl oles pzas § ciluall
At entrances of restaurants, cafeteria oladl | Slie
¢/v/v | and centers providing services to the Ll 301 By gl JoLis S0 Yivle
public astand!
¢/v/¢ | PTZ and fix cameras in the main lobby s sl (b Tafly B poena Sl | L1¥]E
t/v/o | Corridors of the facility on each fioor Gk JS Saatiale | eofrle
¢rpn | Al reception desks to enable person RIS FLTRCTICIINN & D0 [RCh P e \irlt '
| identification oaaitaga ]
yryv | Al sitas of ATMs and public Bty ol ipee] e e |
‘ telephones &ia gasl
All cashffinance desks Fund financial Ol 25t Baas Ll i3 st YD
£/v/A | tables to enable client and U".J_ oA _ ol .... e Wil
cashier/employee identification etk e B A o o il g s
¢r;a | Al tables and boxes to enable person O o Jolas) G0k SY sl gy o Wi
identification and recognition i ign o U jadl
T | e e o Bnd entrences el sl gty it ol | V-
g L';E:Lﬂ'f p’?:fe?s" - Sl il s S Sl i30m] e S | VNI
AN g‘e:,hoz rooms allocated for safe COUNI Sy Ll 3,301 3 | VY
¢/rpvr | In Entrance area of private, visitor and Sasll astae Al sl aslall oyl Zole Tl
: service elevator of a facllity Lol |y eadly

AO




VAT g Vo / g SR ddad) /7 dps p1 Bty

£/v/vt | Entrances to staircases and escalators LS Ity IS Jilas | Vf¥E

t/r/ve | All emergency exits/doors il ddla oll oas | VoIV

£/Y/\1 | Assembly points in case of emergency ol VU ! Bl | VP

/7'y | All points of fire equipment Gel Tam] B poan | VVIYIL
En(tjrancr:_s arllg tse):its of t?lar par:?ngs L ilpay S teadl Jdy dold | £ 1y Sl
and parking o enable reading o it S o L

¢#T1* | Vehicle license plates and person Sl 6,1 Syl e oS5 Caamy il el | VAT
identification el i e Oy
At Pick & Drop points of visitors' cars il ooa Sttt s s 2k

/711 | in facility to enable reading of vehicle B+l o o3 ."'h n
license plates and person identification bl 5ol Sl Dy o) oSt Coany

e Installation of PTZ and Fixed cameras iilpe Slobe b inly B ese Ol S5 X.Ivle
in car parking areas o |
Goods loading and un-loading and B 2, ilaadl 2 45 3ble

Ll s Sy Wleaify piliad) g i Ghle | ¥y[P)g
Chamber / Room for gas cylinders 2 T %

ATAA ol S aurrcusiciosiiing bl ikeatly W oAbt 23,2 / e | YYIYE
Chamber/ Room for electricity and the 4 0 Sk

S B ot Ay o) TEhably o g8 85,2 / pama | YYIYIE |
Chamber / Room for Water reservoirs - -y i

T | and the surrounding area e 22kl bl ol 23 / oo | Y11
Chamber / Room for Central Air-

t/5/xe | conditioning facilities and surrounding il Zibaclly g8 MBS e 26,2/ pama | vo/¥)e
area

e as' nd"’m‘lewmas';‘%;““‘ of salad IniGold rgnlly walll ¥ garlly o all b | YT

£/e/YY Cash boxes in the gold shops, Lilally colll oMo B aidl Gpbw YVivis
goldsmiths and jeweliry Ol ayndly

¢/7/¥A | Treasury and Strong Rooms absldly gl | YAIY/¢
In the rooms allocated for safe

£/T)XA : e !

Akl B il S Jaiy Zaaidl 1 3 | YA/Y]E
Installation and configuration of ‘:’ﬂ"‘:' “.‘r-’ﬂ-’g:l LGN A ol dayins o 5
survelllance cameras on counters, RUW [P RR T WA PO D, [P R

¢fYIY cash points, surrounding places (close Ol sy Y1 Olall 3 el damd! Y. it
vicinity) of the bank and ATMs with a Jaroy < pads J3I e (JmSatlones ¥) iad, |
minimum of ¥ megapixel cameras and ; it = l- il fa
¥+ fps recording characteristics. (¥~ Tp8) grn Jie¥ 52 g iy
Installation and configuration of il b LN Sl el S day oeS 5
survelilance cameras Inside ATMs by (PIN-HOLE  CAMERA) I Jl —all

t/T/7\ | using pinhole digital camera having (St Lo V) Tgady Al sl plainzly | YV/Y/E

minimum one megapixel and ‘° fps
recording characteristics.

wwlw‘,u‘,lj&b‘p"‘l&
Al 3 500 (VO FPS) oe J2Y

A
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Annex °: Technical specifications for clubs, sports, and cultural ¢
Include sport: bs, i . -4 Coateal ey | o R N
e e sports clubs, cultural and heritage and ok b i,y dudtaddl, ‘—.—_-lu" L 'fdl. Jots
‘- Sports clubs Tosty JI Y1 -
Y- cultural clubs il Lasy -y
- drama clubs A [P
s/ £~ music clubs _@_—_,-1’ N Py Vo
o~ art of painting clubs el Y1 -
- art photography clubs e M ) NI —0
v- Heritage clubs psaddl ol pal -1
L3l sty -
Annex (\ and ¥) should be applied on the Lea¥i obdbatll HLe, f 5 V) o3, sedl] Toks
ofv security requirements and general technical e qu (D gl - Y/o
specifications Sdaladl 228 Chdolll
Provision of cameras (according to site " = - .
o requirement) at the following locations: Alall ol lo (aistl glessl os) SLeald i3 | Y/o

All Inside and outside of Security oYl Lol 281 Lo Sl ey Ll

ofTv | perimeter fences with day/night and it natd X oy Al b Vvfe
auto IRIS feature LSS RIS Zoob 5 Jullly [ et
Al entrances to the facility to enable O yadl g g Sl ] 2 301 Sl g

o person Identification WTHER virie

A, 34__;0

Entrances and exits of car parking and Ny W sl Aslal

oft/v | parking lots to enable reading of vehicle 58 Sy Sl il uslh] )y Sl ¥irfo
licanse plates and person identification sl ieph Ao Joadly Sl (6] o) 5ecd
Assembly points in case of . ! Tt sas

ov]t emergency HELN RO (¥ 8 H-" @ | /vl
Chamber / Room for gas cylinders i Atk .

°F* | and the surrounding area gl 2tually U0} Al 28,5 / pama | /¥l
Chamber / Room for electricity and 5 okt A ]

*I' | the surrounding area Lol 2l S B2 / g | NITT0
Chamber / Room for Water reservoirs . 4kt SEaA

°I'Y | and the surrounding area Tagndt 22l sabl ol 2, / peams | VITI0
Chamber / Room for Central Air-conditioning - 2 <

oI | tacilities and sumounding area Tagrd ) ddlailly o538 AN AgSTl pons B / (e Alrfo

s/v/\ | Lobby, lifts lobby and reception area SR Zikiey aeliabl iy gy dguned I dns J1 | A/¥/o

oy | Al sites of ATMs and pubiic Blyglly Yl 330 ] 0310 groan v.I¥lo
telephones ign gasll

o/t | Corridors of the facility on each floor Gib JS il ol | Wirfe

o'y | All emergency exits/doors BLR) B Sl geas | VYIYo
In Entrance area of private, visitor and Syl asles 2lels fladly aslall o 1] Al o

o)ThY ' - wivle
service elevator of a facility PTANCTTIR

AY




VAT g Vo / g SR ddad) /7 dps p1 Bty

o/rn ¢ | Meeting and conference halls a3l otelo ¥l olel | VelYe
o/r/ve | Ticketing areas Shdl g Ghla votfe
o/r/\1 | Stadium entrance/exits el g ey Jola [ VT
ofF /Y Media and broadcast entrances, drop ot Ghlay ol f"w-” Jiloy Ghlie Jilia /v
zones and seating Jizdly
VIP drop zones, parking, entrances, ek 1005 J by O\ G435y JIB) bl
ofT/\A ; \Alre
seating and hall ways Elaain ]l LS Lokl Ol )
Athletes’ drop zones, parking, oo 156y Sty ol bl 3y Jist gbla
oIT/H4 wWr/s
entrances, seating and hall ways e Wy Aol Sl
ofryv. | Fieid of play, indoor sports hall, stage Lahiey ddbll dioly Jl Aty vl A2hie |
and performance area ! Laiay ol oaz]
ofT/vy | GYM, Spa, recreation area and pools d 2 i s gy g o3l A il
!‘.--”J
o/v{¥¥ | VIP lounge Sleains)l S dlo | Y70
At entrances of restaurants, cafeteria Saad| ] S wollll Lilas 22
ofv/¥¥ | and centers providing services to the AR F TR rolkll Sy e trivfe
public st
il Jib LSl Sl yealS ey caneS 3
Installation of PTZ and Fixed cameras 4= h R S o
of¥/Y4 in car parking areas bl Ol J a8y LS e Ol eald oS3 | VLYo

sl

AA
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Annex 1: Technical specifications for shopping and entertainment centers ¢
Include recreation centers, shopping ool b dgglonat] 81, Gl o L S s
complexes and centers of commercial activities * ’ S s
as follows: A pamas N

V. Mall Mo Lijds . ¥
w Y. Amusement parks -i..:!l P A
¥. Shopping centers v Fla
£. Galleries of artwork and others yady i)l JeM o all @l .
°. Cinema floors el MY o 40 .0
Annex (} and ¥) should be applied on the Lt St )Lt (Y 4 V) o5, el ks
Al securily requirements and general technical SRR (s 1) ¢ Galll G eory Y/
specifications Laladl 22| il Ll
Provision of cameras (according to site P . .
e requirement) at the following locations: I Bl o (@Al pleel qas) SLalf b | T
All entrances to the facility to enable Saddl 55 ey slaall ) 2051 gLl (o
i rson identification . Vvl
pe vardll o Lo
At the enirances and inside the general e P | P (I TS A TR T BT
T/Y | stores, warehouses (equipment) and R sontl dhigs g2 Y/
warehouse (precious gifts) Lopattt Glagdl Sles prns y wsliaal]
At the entrances of restaurants, - , e | Lahie as
vy | cafeteria, and centers providing et pils 51,05 iy "‘M e s vir/
services to the public JYV e |
PTZ and fix cameras in Comidors of s paf OIL () IS oz Ol ppalS

AL i L/

gold, jewelry and valuable goads shops gl C"‘"-’ Skl cardli

Yr{> | PTZ and fix cameras in the main lobby JPRVCR [PV [ B 7 PR L PRCY [0 V1A

VT | Corridors of the facility on each floor Gl g5 Jadlole | Vrh

yr | All reception desks to enable person Ao ol g S kel S s | -

identification and recognition 28] Zppn

wyra | Allsites of ATMs and public Byl U Il 5540 Sln o AT

telephones )l
_ All cashffinance desk and counters to Sl afs & | Gotiadl DY apes
V/¥/7 | enable client and cashier/employee ".J 054 ._*w ot } sl T
identification Laad| o ais byl sy el 200 Lo
. | In Private Repositories for baggage, = 4 i . cedl s |y e
VT | commodities and personal belongings U)o R gy Lot g3l 5 | - 1Y)
igdigually izl g JS Jobs Joall e
In Entrance area of private, visitor and pasiemay plll g3 sy Sand | LBIL] p3 prmsy
Y . : wirh
_service elevator of a facllity, if any S A fudelly S paY) 68 y2sy 201
Sloaddly Blsall ey |y,

YTy | Entrances to staircases and escalators Ll s oty (IR Jilaa | VYT

vNY | All emergency exits/doors soloblt Bt ol gean | VYITI

AQ
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YTt

Assembly points in case of emergency bkl OV gl Blas | VEIYN

\feiva | All points of fire equipment Sel T3] BB s | VolTIN
Entrances and exits of car parkings 558 Sy Sl UiBlys Roli g 1, Jill
and parking lots to enable reading of % T =T

VT | vehicle license plates and person e o paslly ot (B o 5t | MVIFR
identification P |
At Pick & Drop points of visitors' cars ol on sLastt s s fzhie

WTIY | in facility to enable reading of vehicle Slell o B gny i B o |
license plates and person identification A el § kel B ooy S S

YTPA Instaliation of PTZ and Fixed cameras Bl ge Slebe b Iy XS e O eSS 5 R
in car parking areas ol et
Goods loading and un-loading and

TN g 9 Do ly Yleaddy piliad! oo Ghia | VWIFA

. | Chamber / Room for gas cylinders - o O .

b and the surrounding area gl azitly AN Aol hot 25,2/ gone | YITR
Chamber / Room for electricity and - .

T the surrounding area Lol 2l gl 288 Lo Tk
Chamber / Room for Water reservoirs . . '

AR e ot unding area Lol xhitly sl gl 2,8 £ ana | YYIPY
Chamber / Room for Central Air- oy L : A Erili

At | conditioning faciliies and surrounding | | Rl S sl pame 100 [ s | ey,

area

il
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Salgally iSiaall 581 e Lalal) Al Clicalyall (V) 5ald

Annex V: Technical specifications for hospitals, and clinics ¢
Include hospitals, health centers and clinics as ol b Lol ibsbaadly Lomaadl 581,10, ol dl fuss
foilo:vs: ) daledl oldsandl
Public hospitals. Lol K
\ZA Y. Health centers. . N Sl \YA%
T, Private clinics. Aethl bl ¥
t Denwl clinics. .;,l:..‘ll u"ah\“ £
° Pharmacies. oloall Lo
Annex (! and Y) should be applied on the 2 eldhastl SLs, of o ) .

Al security requirements and general technical e lall oL Y5 1) s o] Gk oy Yy
specifications el il Slisl A1y
Provislon of cameras (according to site - -

v ( g il Gl o (A gyl yame) s b3 | TIY

requirement) at the following locafions:

vy | All entrances to the faciiity to enable b aall g S L2l ] 2 51 o) e \¥lv

person identification sl
palll s o

At the entrances and inside the general 163 oze s Raladl s ozl Lids o (Lalabl s

YI¥/Y | stores, warehouses (equipment) and Slesstes gholel] loa,z=ifh, Jull sio vy
warehouse (precious gifts) Lt Glagdl Cles pzasy iliall
At the entrances of restaurants, sLad| o 1 <1 TSI

v/v/r | cafeteria, and centers providing b il flpns Lty pallll Jibtn 2o ¥itlv
services to the public spand]

Y/v/¢ | PTZ and fix cameras in the main lobby s sl B Ay 2 pza Ol | L/VIY

vivfe | Corridors of the facility on each floor Gilb JS i staddl ol | o/riv

vy | All reception d‘elzks to en:ible person e asll 58t Cumy Sz V1 Y sl ponnr A
identification and recognition paitll Lo

vy | Al sites of ATMs and public Bl Y S pall 35l @Bl prmsr iely
telephones dgaganll
All cash/finance desk and counters to Goal oS & | Gsteall Y glb ppas

v/v/~ | enable client and cashier/employee ol 5g S S 3 _U ind Atly
identification Bad! pie B Al g aind)] 3 Lo
In Private Repositories for baggage, P . e e 11 3| yew

ACUATRR Bl g Bl balondinge ALY Jisy (SELT asinz Lalhl gflidl 3 [ 4/¥/
At the entrance of operation rooms, s A Lball G2y lloadl 252 i wio

Yii/v+ | Intensive care units, radiology rooms i - & #J’h IR RRL
and mortuaries i 21y 202132,
At the entrance and inside each of the Llurally ikl 5 JS Jinby Joall wie
laboratory, pharmacy, frozen storage, - . . 2 .

vy | blood b:'ry\kp:medica‘iystore. instrument pasiants pll pasnsy '“l:l, . Pt | v
store, central kitchen, cafeteria, shops and A folly Sloo A 99 p2umny dp0
hospitallty services Shedib |y Zilezadl Sy by 5azilSI

vy | At the Medical Archive room and e d 7Y
Administration Archive room gy

4\
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In Entrance area of private, visitor and

Sal asban 2l ety asball Olpd dnl 3

t selvly
T service elevator of a facility Sl
v/ ¢ | Entrances to staircases and escalators T A Iy (I o VefYlv
v/r1ve | All emergency exits/doors bl s Oyl s | VoJYIY
v/*h\ | Assembly points in case of emergency sl S gl BB wrly
v/Thv | All points of fire equipment Sl Tl B s | WVIVIY
Entrances and exits of car parkings O ey Sl S lyg Lol 2 ikl Jhall
and parking lots to enable reading of . e T . o
YT | coiicie Honnae phiie. 1 pATROR i e Sadlly Sl el (B)] ) 5t | AAITIY
identification oYt
At Pick & Drop points of visitors’ cars sl easlast! s » izlats
vIT/v4 | in facility to enable reading of vehicle S o5 2on-03 da3 e Wirly
license plates and person identification S jeudy 3l Iy} Aoy 558 Lerry
At the point of arrival of the ambulance
v | o reggue it a1 55y a1 e Yooy b 2o | ¥-/¥IY
vjv/vy | Instaliation of PTZ and Fixed cameras Blpe el b IaSy 26z Ol 4 )
r in rki nirly
car parking areas Ol i
YI¥IYY | Goods loading and unloading areas Shasdly Yloasty iliall ol Ghla | YY/TIY
Chamber / Room for gas cylinders
Y™™ | and the surrounding area Tond) aakebly S Aol ghael T3 / parns | YYIVIY
Chamber / Room for electricity and
ATARY 0 BTG ok byl dzhatly o\ SN 22 / pamas | YEIYIV
Chamber / Room for Water reservoirs
W dling area ool axkally sl o 2,2 / pams | YoITIY
Chamber / Room for Central Air- - e
v¥/v1 | conditioning faciliies and surrounding | | =Xl SR eSll pma 12 / e |
area

sl

Y
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dapailly 3 yhaall A galls Lalal OBl e o piuall 48l Cilial gall (A ) —aldll
Annex A: Technical specifications of the warehouses and private stores of

‘l
hazardous materials and preclous items
Classified as warebouses and private stores of LS Rzeatlly 5,00kl ol 00 2ot ] o slaud ] i3
hazardous materials and precious items as Raal atidly s ot
follows: S
!, Petrochemical plants and by-products and gas eyl o ot . . _
Y. Centrul operations room in the Electricity il Edagmall Slolially @heylesS s il las -
and Water Company SLI PR S T CHFRCIE B 77 9% LPC I Y T JE R
. Warchouse storage of explosives and LT e g s e
A explosives Sladibly Ol sl ] s 355 CABY g2es T VA
f. Warehouses for the storage of weapons and e dlly oW sy Rl les pzull -
ammunition - e ) .
o, Fuel storage reservoirs 3PN papa dyin ~o
1. High-tension electricity generating centers Sl Sl bl o Sla -1
Y. Jewelry industry, precious ornaments '
Lol Sl ndl pilae -V
Annex (" and ¥) should be applied on the ¥ cldhati olay (¥ 4 1y ) Il Gosles e |
AY security requirements and general technical Tl 2] cotint 1} Y/A
specifications Adkall 281 oMy
NY Provision of cameras (according to site st el Gt L (301 ghol ) @leslS b3 [ VA

requirement) at the following locations:

acpn | All entrances to the facility to enable Sl oSg Sy slatl I 2o 301 il s IFIA
' person identification Al 2 Lo
Al the entrances and inside the gen:ral o ptuasy Zalal o pzaadl Jinlsy Jinlall dte -
ATIY | stores; warehouses (equipment) an i i
warehouse (precious giits) Lootll Llugdl olos jenay Siliall
At the entrances of restaurants, Sk s 367105 g e 2Bty pslladl Jirbaa 28
Acfv | cafeteria, and centers providing B P Sy i vivia
services to the public stend)
AYit | PTZ and fix cameras in the main lobby I sl B Ay I8 sna Ol | CIY/A
Afvje | Corridors of the facility on each floor ok JS Jiladiole | o/v/a
A | All reception desks to enable person o5 S WA Sl Sy g o |
I identification and recognition el s Lo U pasll
arev | All sites of ATMs and public Byl Sl S50 oo o |
telephones Loagasll
All cashffinance desk and counters to Sl S8 gy U1 Gl SVl pan
i = AYIA
o ' -
MYIA ;r.;anble cm::: and cashier/employee k! il bl ey gain il igps o
AT tAht e"l‘::: '?;;r;nee of operations rooms in Resll olles 2 Jie ai | A¥/A
insi h , T
i |t e s e B O e | | i ol g 5 ey g i |V
Arvfy | At Administration Archive room bl Ae2 )Y pagzs iz | VV/Y/A

qy
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Installation of PTZ and fixed cameras

dayy dagma B Al IS e Ol pualS 083

area

ib.sdl

AN Y | on perimeter, centerfinside and roof of 2 e vYir/a
warehouses and factory glally Slespad | chory
installation of cameras on the roads S i3t 5] dlagsd] GBI J Sl S 5

ArTY | surrounding or leading to the =i yriv/A
warehouse or factory gieall ol p3yzal

AT/v¢ | Treasury and Strong Rooms iy Tl | VeIYIA
I the allocated for safe LA e N Y

ATIVe ;‘ep :s i';°"“’ LU Jaig Luaaindl il 3 | VoIY/A

s | 10 Entrance area of private, visitor and hastl dstas Tlte AL aelall ool Bl VIFIA
service elevator of a facllity Shaddfy

AIYPY | Entrances to staircases and escalators L34S0 Iy oI Jirkaa | VVIYTA

AITIVA | All emergency exits/doors toolskl Bl ilye] eam | VAIYIA

AIT/V4 | Assembly points in case of emergency Ul S paonst) LT | VAIY/A

| Arere+ | Al points of fire equipment e i3] BB peas | Y-/¥IA
Entrances and exits of car parkings O Luirw Ol il gt Lol g ity Jeli
and parking lots to enable reading of e . -1 R

MY | vehicle license plates and person iygh o Saadly Sl (B,] 2l ) sk | YVIVIA
identification e [
At Pick & Drop points of visitors’ cars ol e slaat] e Vo5 idats b

AfTITY | in facility to enable reading of vehicle el o o3 290203 3 ok vyivly
license plates and person identification A ek Tl o s, oSt By
Instaliation of PTZ and Fixed cameras il e b 2y 3 e ilpdl S5 |

AL b ! : Ye/ela
n car parking areas St

AT/Yt | Goods loading and unloading areas Sladly lelgady plial jo,ls Ghlis YLirlA
Chamber / Room for gas oylinders T ¥ . 1

MY | and the surrounding area gl ikl i bilghul 23,5 / s | YoltlA
Chamber / Room for electricity and i . -

Ao | S < . oM zs 3

" | the sumounding area Tl m‘“"’»‘““" iy f s | YVITIA
Chamber / Room for Water reservoirs . S e

MY | and the surrounding area - el ‘P’ﬂ_b*%" QU b [ gama | YVITIA
Chamber / Room for Central Air- ithilly enr€ ] i L

AIIYA | conditioning facllities and surrounding b gl LSl e 10,8 / e YAIY/A

q¢




